Windows Server 10 - Windows Defender

Windows Server 10 bekommt weitere Boardmittel in puncto Sicherheit implementiert.
Der Windows Defender (Malware Protection) ist nun Bestandteil der neuen Server
Versionen.

Nach der Installation von Server 10 ist der Dienst bereist aktiv. Die GUI muss aber nach
installiert werden, ansonsten bleibt zur Konfiguration nur die Kommandozeile Ubrig.

IFiIe Action View Help
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E3’?3}W|r1dcm\rs Audio Endpoint Builder Manages audic devices for ... Manual Local System
@Windows Color System The WesPluglnService servi... Manual Local Service
@Windows Connection Manager Makes automatic connect/...  Running  Autematic (T... Local Service
E@;\O\Findo\o\rs Defender Network Inspection Service Helps guard against intrusi... Manual Local Service
* findows Defender Service Helps protect users from m... Running  Autematic Local System
=@;\ﬂl"indcm\rs Driver Foundation - User-mode Driver Frameweork Creates and manages user-... Manual (Trig.. Local System
E3"}9;\O\I"ir1dcm\rs Encryption Provider Host Service Windows Encryption Pravi.., Manual (Trig... Local Service D
E3’?3}\'\ll'ir1dcm\rs Error Reporting Service Allows errors to be reporte... Manual (Trig... Local System
£ Windows Event Collector This service manages persis... Manual Network Service hd
Extended )\ Standard /

General | Log On | Recovery | Dependencies |

Service name: WinDefend

Display name: Windows Defender Service

Description: Helps protect users from malware and other
escrption Lutentialh' unwanted software

Path to executable:
"C:%Program Files"Windows Defender'MsMpEng.exe"

Startup type: |;’-‘-.|_rlnmatil:

Service status: Running

Start | | Stop | | Pause | | Resume |

fou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Die GUI lasst sich Uber Manage Roles and Features nachtraglich installieren.
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DESTINATION SERVER

Select features e ——

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection b || SNMP Service A Windows Defender helps protect
Server Roles [ Soft Restart your machine from malware.

[] Telnet Client
[] TFTP Client
[+ [m] User Interfaces and Infrastructure (2 of 3 installed)

[] Windows Biometric Framework
Nindows Defender (0 of 1 installed)
[ GUI for Windows Defender
[ Windows Internal Database
[+ [m] Windows PowerShell (2 of 5 installad)
- [] Windows Process Activation Service =
[1 Windows Search Service
[[] Windows Server Backup
[[] Windows Server Migration Tools

1 Wi ms Srandarde_Bacad Starana Mansnamant |
<[ " HE

< Previous | | Next = Install | | Cancel

Checkbox > Next

DESTIMATIOM SERVER

Installation progress Dar Windoves Papst

View installation progress

o Starting installation

Windows Defender
GUI for Windows Defender

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings.

< Previous | | Mext > | | Install | | Cancel
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Wie gewohnt rufen wir die GUI Uber Start > Search auf.

£ Show all results for

B Windows Defender
PC status: Protected

Your PC is being monitored and protected. Scan options:

@® Quick
O Full

O Custom

& Real-time protection: On
Scan now

#» Virus and spyware definitions:  Created 88 days ago

q Scan details
Last scan: Today at 2:51 AM (Quick scan)
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Uber die Kommandozeile kénnen wir den Dienststatus wie folgt abfragen:
sc query Windefend

oo Administrator: Command Prompt \;'i-

rights reserv

Administratorrsc query Windefend

: Windefend

Uber Powershell lidsst sich der Status mit folgendem Befehl abfragen:

Get-Service -Displayname ,Windows Defender Service"

e Administrator: Windows PowerShell
yWWsershAdministrator> Get-5Service -Displayname "W
Name

Running WinDefend

“Administrators

Mit diesem Befehl ldsst sich das Live Monitoring deaktivieren:
Set-MpPreference -DisableRealtimeMonitoring $true
Mit diesem Befehl ldsst sich das Live Monitoring aktivieren:

Set-MpPreference -DisableRealtimeMonitoring $false
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Mit diesem Befehl starten wir den Windows Defender QuickScan:

Start-MpScan

ey Administrator: Windows PowerShell

S\UsershAdministrator> Get-5ervice -Displayname "W

Start-MpScan
. scanning your PC
ome time, depending on the type of scan selected.
[coooooooo

Quick Scan

Mit diesem Befehl starten wir das Update der Antimalware Signatur:

Update-MpSignature

) Administrator: Windows PowerShell

oft Corporation. All rights reserved.

Update-Mp5ignature
0/1 completed
Updating virus and spyware definiti
Windows Defender updates your wiru d spyware definitions automatically to help protect yvour PC.
[ooooo00000000000000

Windows Defender
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Mit diesem Befehl bekommen wir den Status angezeigt:

Get-MpComputerStatus

ey Administrator: Windows PowerShell
rator= Get-MpComputersStat

:1.1.11005.0
4. 841.0
True

: 4.6.9841.0

natureAge
naturelLastUpdated

gnaturelLastUpdated
naturevVersi

e
gnaturelastUpdated

tectionEnabled
RealTimeScanDirection
puterName

“WAdmini

Mit diesem Befehl lassen wir uns die Einstellungen anzeigen:

Get-MpPreference

[*F) Select Administrator: Windows PowerShell
-~ Get-MpPreference

naturesBeforeRunning

ableArchiveScanning
ableBehaviorMoni
ableCatchupFul
ableCatchupQuicl
ableEmai i

sterstorage,

Action
hreatDefaultAction
SReporting
derateThreatDefaultActi
ntinePurgeltemsAft

: 10080

= 10080

@ 1440

: 30
True

cheduleQui

cheduleTime
vereThreatDefaultAction
gnaturefiuGracePeriod
gnatureDefinitionUpdateFileShar rces
gnatureDisablelpdate0 z WithoutEngine

gnatureFallbackOrder i i ftUpdateServer |[MMPC
acePeriod :

gnaturelpdateCatchupInterval
gnaturelpdateInter
hreatIDDefaultAction

n
nThreatDefaultAction
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